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Section 1: Executive Summary

1.1 Introduction

The City of Allen's technology abilities have grown dramatically over the last several years. The
City has effectively managed the deployment of long-term projects, as defined in the previous
IT strategic plan, as well as kept pace with the increasing user needs. In order to maintain the
strategic momentum towards improved digital government services, the City, IT has re-engaged
with eGov Consulting Services to update the IT Strategic Plan. The updated plan describes:

= Avision for information technology for the City for the next five years
= The mission of the IT Department

= The strategies and goals the IT Department will use to move the vision forward over the
next five years

= Specific initiatives/projects IT Department will undertake to achieve those
strategies/goals.

This Plan was developed through a consensus process with City Management, IT Department’s
staff and IT Department’s customers. The intent was to take a holistic, corporate view of
information technology for the City, in order to better understand how the IT Department could
best serve the City’s needs.

1.2 Project Background

The City of Allen’s technology requirements have grown dramatically over the last decade,
especially as the IT Department implemented the IT Strategic Plan developed in 2006. To name
a few of achievements from that Plan, the City has built out a new data center, refurbished an
existing one; improved the depth and reach of the City’s network, using both fiber and
microwave; and, selected best-in-class Public Safety systems to manage Public Safety
operations.

These changes to technology have brought new ideas about serving the community and new
approaches through the use of state-of-the-art technologies. However, they have also placed
and continue to place significant demands on the limited technology support resources that are
responsible for implementing and maintaining them.
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Having completed the infrastructure improvements in the initial plan, the City called upon eGov
Consulting Services to review their technical environment and provide a new 5-Year
Information Technology Strategic Plan.

1.3 Digital Government Strategy

Digital government promises to provide effective, reliable and secure universal electronic
access to municipalities 24 hours a day, 365 days a year. Citizens may access the City to find
information about municipal services, conduct business or personal transactions, or participate
in the continuous improvement of the City. Access may occur through traditional service
channels, such as mail, telephone or in-person at City Hall; alternatively, citizens may leverage
the latest technologies for access, such as the Internet, interactive voice response (IVR), or
smartphones.

Though digital government holds many promises, the ones cities embrace most readily are
customer service and fiscal restraint. As a result of the Internet, expectations of effective
customer service and access to services have fundamentally changed. Citizens expect that
information can be acquired on-demand, and goods and services can be purchased whenever
and wherever they are. Municipalities must follow suit in order to maintain and/or improve the
satisfaction levels they have long enjoyed.

Digital government promises reliable and secure electronic service options to help improve
traditional services channels (e.g., in-person, telephone, mail). The consequence of these
alternative channels has proven to be lessening the stress on the traditional channels, thus a
reduction in the number of people waiting in lines or placed on hold.

In addition, cities are under near constant budgetary pressures. Planned, prudent investment in
technology enables the citizenry to conduct transactions with minimal City staff intervention
helps to ameliorate the effects of growing demands from a growing population on the size of
the City staff.

Municipal digital government can be captured in three phases:
= Phase 1 — City Operations

= Phase 2 — City Services

= Phase 3 — City Optimization.

Attributes of these phases are described in the table below.
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Phase
City Operations City Services City Optimization
Activity *  Programs, activities and Web-based municipal Emphasis on engaging
projects undertaken to |nformat.|on and citizenry in order to
enhance the transactions optimize services.
operajclonal Fo.r citizenry: secure, -
effectiveness of the private electronic . .
ice deli information for
City’s operations SElvICE aclivery .
_ continuous
=  Web services utilize For. Sftaff: rellablg, improvement.
. efficient computing and
common geocentric ,
) ) S user support services
information to minimize
rework and maximize
efficiency and accuracy
Focus * Inwardly focused, Some external focus, Internally analytical
reactive engagement 5"“!' largely reactive to and externally
with citizenry f:lt|zen rgquests for monitoring of citizenry
information and
. needs.
transactions
What * |ncreased awareness of Do work Participate in
citizens see, services provided Pay bills providing feedback on
do = Who do | call for Obtain services services in real-time
assistance with specific .
Change services
tasks
Track bills
Track progress on
service requests in real-
time

Each of these phases brings their own challenges.

Most cities have limited resources to dedicate to digital government adoption; in addition, they
want to minimize the disruption to municipal operations. For these cities, the evolution
towards digital government takes place over years. To be accomplished efficiently, however, it

must be a conscious strategy that is pursued throughout that timeframe.
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A sample migration process is shown below.

Supports brick-and- '

mortar City C.Ity Services

City services become
e-enabled City Optimization

g~

Align service
delivery with
citizens’ needs

Time Period

The first stage in this process is to migrate the City Operations from a mainframe or
client/server platform to an integrated web services platform; this must be accomplished
before any of these services can be offered to the public. The emphasis is still upon physical
locations and structures.

As the web services City Operations implementation matures, some of the City Services can be
piloted as offerings to the public. The first step in this process is to engage the community to
determine what the citizenry would like to see electronically; this data can be compared to
industry benchmarks for validation. The outcome of this canvassing of the public is to help
establish the success criteria for the pilot and the overall City Services implementation.

To be credible, the pilot must involve a fully functional workflow of financial and non-financial
website transactions. Ideally, these transactions will also be conducted in parallel using the
older methods so that no data is lost. Since the goal of City Services is to migrate the staff into
more customer service and analytical functions, the pilot should result in significantly reduced
City staff intervention to perform the transaction in order to be considered a success.

As the City Services implementation matures, the City will become more virtual and less brick-
and-mortar dedicated. For example, disaster recovery has been a brick-and-mortar focused
effort with cities having alternative, hardened Emergency Operations Centers in remote
locations; with City Services implemented, disaster recovery is more of a virtual process
leveraging distributed web services architecture. So in practice, anywhere with an Internet
connection can be emergency operations capable.

The focus of City Optimization is maximizing the utilization of the vast array of tools available to
management to enhance services and improve efficiency that were established in the City
Operations and City Services phases. With these tools, Managers can move from making
decisions based on their ‘gut’ to making informed decisions and plans based on current
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information. City Optimization should be done in conjunction with feedback from the City’s
customers, the public. The goal is to align the services provided and the methods used to
deliver these services with the needs of the customers, thereby improving overall customer
satisfaction. Cities that have consistently solicited the public for feedback can become more
surgical in the improvements they make because of the wealth of information now available to
management. However, cities that have not traditionally solicited feedback from the public
must go through this process cautiously; it can be like opening a floodgate. While the feedback
may be both positive and negative, the volume can be overwhelming. You must be in a position
to manage and respond to all feedback, or you risk damaging the credibility of City
Management and the elected government.

Implementation of digital government is no small task. It requires an evolution in

= How governments make decisions, set priorities, deliver information and services to the
citizenry

= The roles performed by City staff, specifically reducing data entry roles and increasing
customer service and information management roles

= How information technology provides necessary support to the diverse needs of the City
and its employees.

The table below describes how some of the key concerns evolve through each stage of digital
government implementation.

Key Concern City Operations City Service City Optimization

Uptime/Reliability Downtime affects City | Downtime affects City | Downtime affects City

staff productivity staff credibility government
credibility
Security/Privacy Physical security Primarily logical security concerns from
concerns with staff external sources; compliance with several

online standards/requirements

Accessibility Primarily building Primarily online access, design concerns
access/physical
structure concerns

Interoperability Primarily radios, Providing data to Requesting data from
online report state and federal other local, state and
submissions agencies online federal agencies
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Key Concern City Operations City Service City Optimization
Disaster Recovery Plans tied to physical | Plans involve City becoming virtual for time
structures, require required to replace infrastructure; City cuts
intricate details and over to backup servers; staff works from
dedicated physical home, remotely
locations

The information below focused on how digital government is driving the evolution of IT,
leveraging the most modern technology architectures available.

1.4 City’s Digital Government Strategy

In the first IT Strategic Plan, the City established a solid network infrastructure and data center,
keys to the first phase of digital government implementation, City Operations. In this second IT
Strategic Plan, the City will focus on (a) providing integrated, core applications that are key to
the second phase of digital government, the City Services phase, (b) maintenance of its
investments in the first phase, and (c) upgrading the City’s performance management systems
that are key to the third phase of digital government, City Optimization.

Data Center

Upgrade Network | Maintain/Expand Network [

Public Safety Systems

City Optimization

I Performance l
Management

1t IT Strategic Plan 24 T Strategic Plan
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1.5 Role of IT in Digital Government

Over the last twenty years, investing in information technology has been an end unto itself. PCs
were bought to improve productivity; networks were established to improve communications.
Yet there was no larger goal in mind. With the advent of digital government, the purpose of
technology investment and the role of IT are changing.

The IT Department has traditionally been seen as a support function. To effectively undergo the
transformation to digital government, IT must be seen more as an equal partner to the
functional, citizen-facing departments. The quality of service provided by the City to the
citizenry is dependent upon this recasting of the Department. Technology is integral to the
function of every department’s business processes. IT must continue to provide support for
core business functions while providing leadership and facilitation of core cross-departmental
and City information management and technology functions.

The digital government transformation emphasizes information management over information
technology, helping to ensure that technology investment decisions are supported by clearly
defined business requirements. Technology must allow departments to better integrate their
information to meet the City’s strategic direction and better serve the community. It must
enable collaborative planning and coordination of initiatives, resources and investments to
meet the City’s goals and objectives. If it does not, the technology investment is hard to justify.

The IT Department must undergo fundamental restructuring to meet the challenges presented
by digital government. IT must adjust how it performs its work and how it interacts with and
services other departments. To date, municipal IT infrastructure has primarily supported City
staff. As its scope broadens to include the citizenry, demands for availability, reliability, privacy
and security will significantly increase IT service requirements. These include: monitoring
service levels, calls for service, problems identified, networks, systems and interfaces.

It is IT’s responsibility to manage the risks associated with implementing digital government.
Effective implementation of digital government requires a centralized coordination of all
departments’ activities, including operational, financial, security and privacy related risks. To
provide these support services while maintaining data integrity, security and privacy, key
elements of the Information Technology function must be centrally managed.

Minimally, these include:

= Telephone network

= Data network, both wired and wireless

=  Firewalls, routers and switches

= |nterfaces between the Internet and City systems
= Electronic transaction infrastructure

e GPV Page 7

CONSULTING




CITY OF ALLEN

City of Allen

Information Technology Strategic Plan

1.6

Information Technology Department’s History

The table on the following page illustrates the accomplishments of the IT Department over its
nearly twenty year history.

| 6, || €6, |

S6,

00§ 66§ 86 J /6 J 96 |

10,

(=)
N

Community Development Software

(Building Permits, Land Management, Code Enforcement)

Police & Fire ICS Software
(Computer Aided Dispatch, Police Records Management, Fire
Records Management)

| HTE General Ledger Hired IT Director

Police Mobile Data
Computers

HTE Payroll, Utility Billing

eMail Server, Website built

Hired Network Admin | HTE Voice Response Unit for

Building Inspections

GIS Program initiated

Outlying buildings connected

Moved into City Hall |
Hired AS/400 Sys Admin | New AS/400 installed |

Hired IT Technician |

Natatorium cabled, connected | HTE Purchasing |

New Central Fire, outside plant
fiber/copper connections

Servers, desktops
upgraded to Win2k

Exchange Server installed

S0,

L0,

Networked to The Edge | New Library opened | Cabling

replaced in

Replaced network, cabling at Chase Oaks MCPAR

facility

VOIP at Library | Connected Chase Oaks by T1

Courts, Parks Admin moved into MCPAR facility

Networked New Senior Center via T1 | HTE Human

Resources

Replaced AS/400 with leased AS/400

Hired Systems Supervisor | Hired Public Safety System Admin

Hired Part-Time Administrative Assistant

Constructed New Data Center in City Hall | RFP for New Pubic

Safety (Police/Fire)

Remodeled Data Center in Police Dept. | Systems

Constructed a Microwave Network for Redundancy to Primary
Fiber Network

Started Leasing HP Desktop Equipment on a 4-Year Lease

Purchased an EMC
14 TB SAN

Entered into an Enterprise Agreement
w/ Microsoft

Signed Contract with TriTech to Provide a Full Public Safety
Software Package for Police and Fire

Created a Conduit Pathway from Century Right of Way into the
City Hall Data Center

I.T. Assumed Management of the Motorola P25 Radio System
Replacement

Upgraded Avaya PBX

- - - - ) Completed the Replacement of the Public Safety Radio
New Library cable |T1s replaced with dedicated fiber System with a P25 System
Structured cable for 2" floor Police | HTE Doc Management By | Planned Completion of TriTech Public Safety (Police/Fire)
Replaced HTE IVR with Selectron IVR | PCSS for Courts @ | System Replacement
Structured Cabling for Courts, Parks Admin (Old Library)
Key Aﬁglg:\ztal?gl ‘ Network | Personnel | |
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1.7 Mission of the IT Department

The IT Department is the City’s principle instrument for achieving its strategic information
technology vision and goals. IT Department must be structured and staffed to provide
applications and network infrastructure and ensure data integrity for the City.

The mission of the IT Department is provided below.

Mission of the IT Department

To provide technology consultation, services and infrastructure
to enhance the quality and efficiency of services being provided
to the community by the City’s Departments.

1.8 IT Department’s Services

To achieve its mission, IT Department works to ensure that the technology provided is effective
and utilized to its fullest. In addition, IT Department maintains the City’s technology
infrastructure and strives to keep it user-friendly, safe, secure and stable.

IT Department provides specific services to its customers in support of its mission. These are
comprised of enterprise-level and departmental services, as shown below, some of which are
insourced; others outsourced and managed by the IT Department; and, some not done at all.

Service Brief Description Sourcing
Wide Area Connectivity to applications and devices Limited
Network throughout the City over wired and wireless

methods.
Internet Access | Secure connectivity to the internet. Internet Service
Provider
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Service

Network
Storage

Brief Description

Capacity to store and retrieve data and files on a
network server; backup those files regularly to
protect data from being lost or compromised.

Sourcing

Managed centrally

Service Desk Centralized point of contact for help requests on | Limited
Support all printer, connectivity and software issues.

Support includes resolution where possible, and

escalation to specialized technology resources if

needed.
Desktop End-user assistance with standard desktop Insourced
Automation applications, such as Microsoft Office and Adobe
Support software.
Database Management and optimization of applications- Limited

Administration

related databases to ensure maximum
availability, optimum performance /
responsiveness, and recoverability.

Project Oversight assistance of the budget, schedule and | Performed by
Management / | tasks of a technology project through its full IT Director when
Business lifecycle, including design, configuration, testing, | available
Analysis release and deployment, and training.

Information Control of access to network, data and Limited

Security application resources.

Applications Applications design, development, testing, None

Support release and maintenance.
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1.9 Management Priorities

During the planning process, City Management was interviewed to better understand the
direction that they wanted to set for the IT Department and information technology in general.
Management expressed their desire to see the following strategies pursued by IT Department:

= |mprove the Serviceability and Digital Government Capability of the City's Applications
Environment, and

= Solidify and Protect the City’s Technical Infrastructure

1.10 Planning Process

The first phase of the project was the performance of an assessment with the customer
departments and IT Department. Tactical and strategic findings and conclusions from that
phase were reported to the City with prioritized recommendations.

The key initiatives from this phase are included in this Plan. Specifically, these goals center on
moving the City through the City Services phase of Digital Government. They include a focus on
applications, process integration and streamlining, and customer support. Effective process
integration and streamlining will minimize rework, information re-entry, and duplicative
data/errors, which lead to overall organizational effectiveness and efficiency. These goals and
initiatives are described later in this section.
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1.11 Plan Organization

The Plan is organized to show the relationship between the core IT strategies, goals and specific
initiatives that will accomplish each strategy. The table below shows the relationship between
goals and initiatives, serving as the foundation for this Strategic Plan.

Initiative

Description

Improve the
Serviceability
and Digital
Government
Capability of
the City's
Applications
Environment

Replace the City's
Administrative System

Replace HTE with Finance, Utility Billing, Human
Resources and Timekeeping systems.

Upgrade ESRI (GIS) to an
Enterprise License

Per Richard Truong's quote from ESRI, move to
an enterprise license agreement, allowing

Agreement interfaces with key systems once a GIS strategy
is established.
Acquire a Acquire a planning, zoning and building system

Planning/Zoning/
Building System

that both replaces HTE building permits
capabilities and adds significant functionality.

Acquire a CMMS/Asset
Management System

Acquire a CMMS/Asset Management System
that allows for tracking of activities and costs
related to work orders, projects, and assets
(e.g., vehicles, buildings).

Replace the City's
Agenda Management
System

Replace the current agenda management
system with one that provides more advanced
functionality, workflow management.

Acquire a Performance
Management System

Replace the current strategic planning and
PRIDE databases (MS Access) with an integrated
performance management system based on
balanced scorecard.

Develop Enterprise
Search, Forms, Intranet
Capability

Utilizing the SharePoint developer, develop
enterprise search, forms management and
workflow, and intranet capabilities.

Replace the Courts
System

Replace the existing PCSS Courts System due to
the inadequacies of the existing vendor.
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Goal

Solidify and
Protect the
City's
Technical
Infrastructure

Initiative Description

Connect Natatorium to
Event Center

Run fiber from the Natatorium to the Event
Center.

Connect Firestations 4
and 5 to the City
Campus

Run fiber from Firestations 4 and 5 to the City
Campus.

Provide West Side
Connectivity

During street repaving, run fiber down Exchange
to connect the Natatorium to Firestation 6.

City MAN Replacement
to 30 MG MDS

The existing, 10 MG MDS system at end of life;
upgrade existing electronics to provide 30 MG
MDS.

Update the IT Continuity
of Operations Plan (IT
COOP)

Update the obsolete IT COOP with a new IT
COOP and test it.

Migrate all End User
Systems to Windows 7

Migrate all end user systems from Windows XP
to Windows 7 by the end of calendar 2013 in
conjunction with the HTE replacement.

Provide for Mobile
Device Security

Deploy a mobile device manager in order to
secure mobile devices in the City's network
environment.
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1.12 Investment Summary

The 5-year investment summary related to the goals and initiatives is shown below.

$1,500,000
$1,250,000
$1,000,000
$750,000
$500,000
$250,000

S0

Year 1

Year 2

Year 3

Year 4

Year 5

Calendarized Investment

W Staffing

® Recurring

¥ One-Time

Year 1 Year 2 Year 3 Year 4 Year 5 Total
One-Time $200,000 $852,700( $1,065,180 $600,000 $350,000| $3,067,880
Recurring SO $53,750 $86,563 $153,125 $192,500 $485,938
Staffing $156,000 $232,532 $232,532 $280,464 $280,464| $1,181,992
TOTALS $356,000| $1,138,982| $1,384,275| $1,033,589 $822,964| $4,735,810
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Section 2: City’s IT Strategic Direction

2.1 Overview

This section discusses the future of information technology in the City, including the importance
of Digital Government as a strategic direction, the architecture it will utilize, and the structure
required for IT Department to succeed.

2.2 Enabling Digital Government

Digital Government promises to provide effective, reliable and secure universal electronic
access to local government 24 hours a day, 365 days a year. The community will be able to
access the City to find information about services, conduct business or personal transactions, or
provide feedback regarding the City’s performance. Access may occur through traditional
service channels, such as mail, telephone or in-person; alternatively, the community may
leverage the latest technologies for access, such as the Internet, interactive voice response
(IVR) or electronic kiosks.

As a result of the Internet, expectations of effective customer service and access to services
have fundamentally changed. The community expects that information can be acquired on-
demand, and goods and services can be acquired whenever and wherever they are.

The City of Allen has begun to implement Digital Government on a limited basis in order to
maintain and improve the community’s satisfaction level with City services.

Digital Government promises reliable and secure electronic service options to help improve
traditional channels (e.g., in-person, telephone, mail). Based on experiences in other local
governments, it is expected that use of these alternative channels will lower stress on the
traditional channels, thus reduce the number of people waiting in lines or placed on hold. In
addition, planned, prudent investment in technology will enable the community to conduct
transactions with minimal City staff intervention and should lessen the effects of demands from
a diverse and growing population on the size of the City staff.

Currently, the community has the ability to perform certain activities from the City website,
including taking credit card payments to pay utility bills. Given limited resources and a desire to
minimize the disruption to City processes, the focus for the planning horizon is enabling a
smooth transition to full City Services and improving the serviceability and digital government
capability of the City's applications environment. As indicated by other government
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organizations that have undertaken this process, it will take a substantial effort by the City and
must be carefully planned and implemented in order to get it right the first time.

2.3 Architectures

Introduction

Over the past 20 years, information technology has had a paradigm shift from hierarchical
proprietary mainframes to systems based on distributed open industry standards. The
organizational system has lagged behind and
created inefficiencies.

Applications
To facilitate the transformation, communication
and applications standards have been established, Application Presentation
such as the OSI (Open Systems Interconnect Set
Model) shown below. Session
In this model the applications interact with the
operating system and provide the user Transport
functionality. Applications (such as Microsoft
Office, Finance, and Records Management) and Network
databases (such as Microsoft Windows or Unix) Transport
function over the operating system. These upper Set Data
layers are defined as the application set.
The lower layers, known as the transport set, are Physical

responsible for the communication of the

applications over the network. However, the operating systems on the server perform some of
the transport functions. Therefore the operating system is the transition between the
Application and the Transport sets.

The planned City architecture is based on an open industry standard architecture such as that
described by the OSI model above.

Today’s information technology paradigm calls for leveraging low cost hardware (i.e., low cost
as a result of the competition due to open industry standards) with software provided by
external vendors that incorporate best practices from the open market. This paradigm forces
the IT Department support structure to look like a customer service organization.
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Applications Architecture

Current Applications Architecture

The City has historically pursued a “single system to meet all needs” philosophy. In the 1990s,
the City adopted the HTE System as its municipal platform of choice. This AS/400 system was
the major municipal applications vendor at the time, providing a reliable, albeit limited
application platform for cities. However, with a green screen interface and limited non-
Financial modules, the HTE System began competing with best-of-breed applications that
handled targeted areas (e.g., building and code enforcement) in what users viewed as more
comprehensive. HTE attempted to address these limitations with the release of an improved
graphical user interface (GUI), which the City adopted. However, this has not address what the
City users feel is a limitation of the product to address their needs and enhance their ability to
serve the community.

The City began moving away from older architected systems with its migration to TriTech Public
Safety and Firehouse software. While adoption of these systems should be completed by Spring
2012, deployment of these systems has shown limitations in the City’s GIS capabilities. The
City’s GIS is not technically capable of providing enterprise/City-wide support today. GIS
primarily supports the Planning function; however, GIS forms the core of most municipal
systems today and provides a linkage between disparate systems.

As the City determines its best path forward with or instead of HTE, its municipal systems will
depend upon a solid, enterprise-level GIS capability.

The City should continue its support for industry standards, such as Microsoft’s .Net
development language and SQL as the database structure. Selecting these standards allows the
City to reduce the cost of support/maintenance, interfaces between disparate systems, and
data extraction/reporting.

Difficulty Migrating Out of HTE

A note of caution needs to be raised as it relates to the migration out of the HTE platform. The
replacement of the HTE system will likely be accomplished through the deployment of multiple
systems from potentially different best of breed vendors (e.g., Finance System, Human
Resource System, Utility Billing System, and Community Development System). Although an
industry standard platform that helps reduce the long-term IT support and provides a best of
breed application will be more useful to the user community, the onus of the application
integration and systems management would fall on an IT staff that is already stretched trying to
meet the deployment of applications.
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Future Applications Architecture

The future state of City of Allen’s applications and their various interacts are illustrated below.
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Systems acquisition must be a rigorous process with defined customer, functional specifications
and project management support. The process — regardless of whether the systems are
developed in-house, purchased from the market, or developed collaboratively with other
similar size government institutions within the state and nation — should exhibit the
requirements common to all state-of-the-art, integrated application systems, as shown in the
table below.

Requirement Brief Description
Shared Database New systems must share a common database with a variety of
applications.
Industry Standard New systems’ architectures must be flexible and be based on widely
Architecture accepted standards. This will make it easier to integrate/interface the

mission critical applications and other internal and external /modules.
It will also improve the systems’ ability to interoperate with a number
of modern technologies, such as:

= Document and imaging management systems
= Powerful and flexible ad hoc reporting tools

= Geographic information systems (GIS).

High Availability New systems’ architecture for appropriate mission critical systems
(e.g., Public Safety, Core Financials) will need full redundancy and fail-
over capabilities, and should contain no single point of failure.

Secure New systems must incorporate the elements of authentication,
authorization, encryption, monitoring/detection, and physical security
that adhere to industry and government standards.

Web-Based Data New systems must take advantage of the integrating capabilities of
Structures the web services architecture. This will provide many users the ability
to interact with the applications via a Web browser.

Scalable New systems must be scalable; this is critical to support expansion
and workload variability. The system must be designed to maintain
overall performance independent of any other operation performed
by associated modules or systems.
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Requirement

Brief Description

Full Data Integration

New systems’ data needs to be fully integrated, permitting data to be
entered once to update applications and relevant portions of
associated systems. New systems must facilitate the continued access
to existing images/records stored through integration with any
existing document management system.

Mobile Computing
Environment

New systems’ mobile applications must utilize an integrated set of
forms that allow for the flow of information in the field.

Workflow
Functionality

New systems’ in-field applications must be fully integrated with main
system data flow, and electronic report capture and electronic review
workflow. Electronic workflow and process re-engineering will enable
the specification of business rules, roles, and routings that can be
used to automatically route electronic documents such to supervisors
and management for notification, review, and approval.

Relational Database
Management System

The database utilized for new systems should be SQL-based
technology that supports ready interface and integration among
systems. Existing Oracle based system will continue to be supported.

Data integrity and
Validation Tools

New systems must facilitate the validation of the key parameters of
address and personal identity. For example, systems must validate
address entries through integration with the system geo database.

External Integration
Flexibility

New systems must adhere to the use of industry standards. This will
make it easier to integrate mission critical systems and to share data
with external systems. For example, public safety systems should
adhere to National Information Exchange Model (NIEM) Standards.

Integrated Geo-
Based Analysis

New systems must interface with GIS-based analytical software.

Strong System
Administration
Capability

New systems must utilize Active Directory and/or LDAP as well as its
own administrative capabilities to manage the system. These
capabilities allow the system supervisor to manage the database and
user functions.
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Network Architecture

As with any dynamic system, the City’s network must always be under development. In
addition, it is continually challenged by the introduction of new technologies and external
security threats.

The City of Allen network was designed and implemented by internal staff. The City’s network
meets the users current needs; however, sections are aging and some areas have minimal
connectivity. In addition, challenges exist to network in the future, including:

= Increased use of document management, which increases the size and volume of files being
transferred across the network, can raise the business normal level of bandwidth
requirements

= |ncreased use of GIS, which increases the size of files being transferred across the network,
can raise the business normal level of bandwidth requirements

= Proliferation of mobile devices on the network, which increases the volume of traffic across
the network and can create security risks

® |ncreased use of social media, which can create peak demand loads on the network at times
of critical events (e.g., football games).

The City’s network should exhibit the requirements common to high performance, state-of-the-
art networks, shown below.

Requirement Brief Description
High Service IT services are available at levels established through formal or informal
Levels and service level agreements with customers. Use of network management
Availability toolsets are key to predictive maintenance and track key metrics to

monitor and report on performance. They are also reliable, as measured by
the mean time between failures (MTBF) and mean time to repair (MTTR),
metrics that IT Department must be keeping as part of its quality service
improvement efforts.
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Brief Description

Requirement

Network Network management tools can assist network management to:
marlmagement = Effectively plan capacity, monitor trends, and manage network
tools performance through real-time reports of key usage metrics
= |dentify, troubleshoot network issues before they affect productivity
through proactive surveillance and automated troubleshooting
= Enhance network security by tracking network vulnerabilities, and
identifying devices nearing end of life
= Save time and improve efficiency with network management tools that
automate day-to-day, time-consuming tasks e.g., configuration
changes, software image management
= Adapt to growth with increased scalability and rapid deployment.
Training The network staff should be trained on the use of the existing tools used to

monitor and prevent failures in the data center and with the network.
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The diagram below illustrates the City’s network.
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2.4 Structure to Succeed

In order to maintain an effective information technology infrastructure, and develop Digital
Government capabilities, the organizational design of the information technology organization
must advance and reflect the systems architecture.

As with any dynamic system, the City’s IT organization must always be under development. In
addition, it is continually challenged by the introduction of new technologies and external
security threats. The IT Department should exhibit the requirements common to high
performance organizations, shown below.

Brief Description

Requirement

Culture
Embracing
Change as
Continuous
Improvement

IT Department must view changes as part of the day-to-day management
process, not something to be forestalled or ignored, but something
inevitable needing to be managed. High performing organizations can
handle large volumes of change activity with high success rates.

The organization must have systematic processes for (a) registering issues,
(b) identifying causalities, (c) identifying solutions and understanding the
causal effects of the solution, and (d) incorporating this into their
continuous improvement process.

Focus on Early
Intervention

Organizations seeking high levels of performance intervene early in the
change process, such as release management and testing. By focusing
resources early in the process, errors and issues are prevented; repairs
later amplify resources needed. This ability to plan interventions, as
opposed to react to problems, allows high performing organizations to
focus their energies; typically they spend less than 5% of their time on
unplanned, emergency fixes. (By contrast, the average, typical organization
spends 35-45% of their time on unplanned, unscheduled work.)

IT Operations’
Trusted
Relationships

High performing organizations have solid, professional working
relationships between:

= |T Operations and Security, with security requirements integrated into
IT Department Operations’ processes, use of a defense in-depth
strategy policy model, Active Directory and the latest security
measures

= |T Operations and Internal Auditors, with IT tracking compliance
activity in manners approved and auditable by the Auditors.
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Organizational Structure

IT Department is designed to provide customer support to the customer Departments at two
levels:

= Strategic, Proactive — Driven by business analysts and project managers within IT
Department, and working with the departments to ensure that their needs are
communicated to IT Department and solutions are crafted within the framework and
standards adopted by IT Department.

= Tactical, Reactive — Coordinated by Customer Service, support requests are responded to in
a tiered, structured manner in order to ensure that all calls are handled in a timely manner
based upon their urgency to the City, and that limited, critical Applications and
Infrastructure resources are only engaged once Customer Service has triaged issues and
clarified the need.

The structure of the Information Technology Department is designed to support both strategic,
proactive activities as well as tactical, reactive activities.

IT Director
(€]
Administrative
Assistant
(1)

IT System
Supervisor

@

Technology Applications Infrastructure Customer
Planning Support Support Service

Project Manager plupicipel Systems IT Specialist
Systems Administrator

Administrator (1) ®) (@)

)

Public Safety = Security .
Systems = Windows Server IT Technician
Administrator (1) = Network/Storage @
= Colocation Site

= Technology Planning
= Business Analysis

SharePoint IT Technician
Developer (1) (upgrade .5 to 1)
Key
Bistine Staff = Major Applications
Position Change ® GIS Support
= WEB-based Systems
Outsourced Functions = |nterface Development
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Description of the Department’s Major Functions

The major functions within IT Department are described below.

IT Department

Function

Technology Planning

Hardware/Software Standards Definition: Establish a compatible
and transportable operating environment for distributed systems
within the City. This is accomplished through the definition of
standards for hardware and software products. These standards
are reviewed and revised periodically, as appropriate.

System Functional Evaluation: Assist in the selection of packaged
systems by evaluating technical and business characteristics, such
as the amount of throughput and storage required, and the
software and hardware interfaces planned.

Business Needs Identification: Identify the business system
needs requiring computerization, and justify the desired system.

Purchasing Process: Develop and maintain an efficient and
effective acquisition process for distributed systems and as-
sociated projects in conjunction with the Purchasing Department.

Budgetary Control: Assume budgetary responsibility for
hardware, software, operations, and maintenance for depart-
mental distributed systems.

Project Management: Manage resources to accomplish project
objectives within defined project budget and schedule.

Vendor Management: Acquire vendor services and engage in
contract negotiations when applicable.

Continuous Technology Planning: Bi-annual technology refresh
to address technology market changes that may affects the Plan.
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IT Department

Function

Applications Support

Application Systems Support: Provide specific application
support (e.g., Law Enforcement, Courts, Finance, Public Works,
Web). The Applications Analysts should have control of the
application area to manage their passwords, user logons, data
management issues, user requests.

Applications System Documentation: Prepare and maintain
appropriate application documentation including documentation
on security and backup procedures.

Follow-up Evaluation: Review the City’s application system
operation to ensure that they are being properly operated and
managed, and that the policies and guidelines set forth to control
these devices and systems are being utilized.

Departmental Applications Inventory: Maintain a City inventory
of applications running on the distributed system and provide IT
Department with a description of the application.

Infrastructure Support

Application Security Standards Definition: Security
Administration for all City applications in conjunction with
network layer security.

Network Systems Support: Establish standards and maintain
connectivity of the distributed system equipment and software
with other distributed systems, office automation systems, and
mission critical servers. The Applications/Business Analysts and
the Network Analyst should work together so that unified support
can be provided for a user problem. Systems Administration:
Perform necessary backups and systems patch maintenance.

System Acquisition: Installation of equipment and software.

Technical Support: Provide assistance to users who may be
planning for or acquiring hardware, software, networks, or
services. IT Department should administer troubleshooting,
maintenance requests, and the system inventory functions.
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IT Department

Function

Infrastructure Support
(continued)

Security Standards Implementation: Implement security
standards in firewalls and routers.

Maintenance Guidelines: Continuously update, distribute and
otherwise maintain this guideline with revisions as needs arise.

Repair and Maintenance Program: Coordinate repair and
maintenance of equipment.

Systems Inventory: Maintain a City inventory of equipment,
users, applications, and software.

Customer Service

End-User Support: Provide assistance in initial troubleshooting
and end-user application development. This assistance takes the
form of help and advice through the help desk, and may involve
some desktop applications integration. The time and cost of
programming distributed systems is virtually unjustifiable as a
result of the growing abundance of prepackaged software
products. Consequently the preferred development approach
should be to integrate existing applications, such as Microsoft
Word and Excel, to produce an end-user application that
integrates with the strategic application such as CAD and RMS.
Additional support from this area includes desktop and mobile PC
installation and troubleshooting.

Personnel Training: Provide time for training key personnel to
assure that basic training on the equipment and software is
available, and that continuity and backup are accommodated.
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Support Environment

IT services are provided to the City and the customer Departments through a tiered model,
utilizing the following components:

= Customer Support, consisting of:

o Super-Users, embedded within each of the major Departments, these are the first
line support (Tier 1) for most users for general technology support questions

o Help Desk, including such items such as PC or printer support, centralized in IT
Department, provides both first line (Tier 1) support for general technology
guestions and second line (Tier 2) support for PC and printer questions; they also
may escalate network issues to Network Support and applications issues to the
vendors

= Applications Support, first-line support (Tier 1) for applications occurs within Departments,
typically with their super-user; Tier 2 support will be provided to the departments through
directly escalation to the Vendor.

= |nfrastructure Support, including such items as network management, server upgrades and
telephony maintenance, centralized in IT Department; works to resolve support requests
funneled through the Help Desk.

Technical support for users would follow the workflow shown below.

City of Allen

IT Support Environment
Super-User

Help Desk Data Center -
.. - Server
Technicians Support

;
=
:

!

Applications Vendors Infrastructure Vendors
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Recommended Changes to Staffing

The current IT Department was staffed for the City Operations phase of Digital Government,
specifically to build out a supporting IT infrastructure. As we enter the second phase, City
Services, additional staff will be needed that focus on expansion of services by the IT
Department. It is recommended that the following adjustments be made to IT Department
staffing:

= Hire an Applications Support technician focused on Public Safety software

= Hire a project manager steeped in vendor management abilities to assist with ongoing
network and new applications projects, keeping these projects on schedule and on budget

= Hire a software developer skilled in the use of MS SharePoint to assist with the rollout of
enterprise search capabilities, forms-based document management, and deployment of a
City intranet

= Upgrade the part-time Events Center IT Specialist to full-time.
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Section 3: Plan Components

3.1 Introduction

In order to advance the information technology strategic direction, the City has selected two
strategic goals to pursue, along with associated initiatives. The goals and initiatives identified
were developed to address the findings documented in the IT Assessment Report and for the
City to move forward with Digital Government.

3.2 Goals

The goals selected are designed to advance IT Department’s vision and mission, and positioning
itself to operate more as a business providing services to its customers Departments.

The purpose of the goals and associated initiatives of the Plan are shown below.

Goal Purpose

Improve the Serviceability of | Initiatives associated with this goal are intended to improve the
the City’s Applications function of the core enterprise applications utilized by the City. This
Environment includes:

= Replacing the HTE System with a Finance, Utility Billing,
Human Resources and Timekeeping system.

= Moving to an enterprise license agreement, allowing
interfaces with key systems once a GIS strategic has been
established.

= Acquiring a planning, zoning and building system that both
replaces HTE building permits capabilities and adds significant
functionality.

= Acquiring a Computerized Maintenance Management System
(CMMS) / Asset Management System that allows for tracking
of activities and costs related to work orders, projects, and
assets (e.g., vehicles, buildings).

= Replacing the current agenda management system with one
that provides more advanced functionality, workflow
management.
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Goal Purpose

Improve the Serviceability of | = Replacing the current strategic planning and PRIDE databases
the City’s Applications (MS Access) with an integrated performance management
Environment (continued) system based on balanced scorecard.

= Utilizing a SharePoint developer, develop enterprise search,
forms management and workflow, and intranet capabilities
for the City using MS SharePoint.

= Replacing the existing PCSS Courts System due to the
inadequacies of the existing vendor.

Solidify and Protect the Initiatives associated with this goal are intended to solidify and expand
City’s Technical the core technical infrastructure the City requires to be able to leverage
Infrastructure the growing Digital Government applications and associated document

management capabilities. This includes:
= Running fiber from the Natatorium to the Event Center
= Running fiber from Firestations 4 and 5 to the City Campus

= During street repaving, running fiber down Exchange to
connect the Natatorium to Firestation 6

= Replacing the existing, 10 MG microwave data system (MDS)
system at end of life; upgrade existing electronics to provide
30 MG MDS

= Updating the obsolete IT COOP with a new IT COOP and test it

= Migrating all end user systems from Windows XP to Windows
7 by the end of calendar 2013 in conjunction with the HTE
replacement

= Deploying a mobile device manager in order to secure mobile
devices in the City's network environment.

Each of these goals and associated initiatives is explored in further detail in subsequent sections
of this document.
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Section 4: Improve the Serviceability of the City’s
Applications Environment

4.1 Overview

The City of Allen’s applications architecture has been dominated for more than a decade by two
key systems: the HTE system, which has functioned as the City’s finance and, to a lesser extent,
human resource and work order information systems; and, the ICS system, providing computer
aided dispatch and Police records management capabilities.

As part of the initial 5-Year Information Technology Plan, the ICS system is currently being
replaced with a more cost effective system with a more robust, state-of-the-art functionality.
That project is due to be completed in the spring of 2012.

The City should consider replacement of the HTE system with a comprehensive, best-of-breed
suite of applications that utilizes GIS as its core integrating technology. This would include: an
Administrative application (i.e., Finance and Human Resources); a Planning, Zoning and Building
application; and, a Computerized Maintenance Management/Asset Management System. Each
of these is handled by the current system in a limited manner, but does not leverage GIS as its
core, nor do they utilize a robust, integrated document management capability. This is shown
graphically below.

Today’s Architecture Future Architecture

Finance Administrative System
(Finance/HR/UB)
Document
Land Human Management
Management Resources

Planning/Zoning/
Building System

Document
Management

CMMS/Asset

Planning / Zoning
Management System

/ Building

Work Orders /
Asset

Management Document

Management

Document
Management

This section addresses the shortcomings in the current HTE application, as well as the
automation gaps that need to be closed for the City to progress towards Digital Government.
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4.2 Future State Application Environment

The future state of City of Allen’s applications and the various interactions between those
applications are illustrated below.

Library Planning/Zoning/Building System

Public Portal

CMMS/Asset
Management
System

Parks &
Recreation

Administrative System

@ Portal O Citywide Data O Application Environmental

Health Services
== Database Sharing O Department Only Data o Application Used Citywide

o Integrated 3" Party Applications Environmental Health

The City will begin this transition to this future applications environment through the initiatives
included in this section:

= Replace the City’s Administrative System

Upgrade ESRI (GIS) to an Enterprise License Agreement
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= Acquire a Planning/Zoning/Building (PZB) System

= Acquire a Computerized Maintenance Management System (CMMS) / Asset Management
System

= Replace the City's Agenda Management System
= Acquire a Performance Management System
= Develop Enterprise Search, Forms, Intranet Capability

= Replace the Courts System.

4.3 Replace the City’s Administrative System

Background

The City has historically pursued a “single system to meet all needs” philosophy. In the 1990s,
the City adopted the HTE System as its municipal platform of choice. This AS/400 system was
the major municipal applications vendor at the time, providing a reliable, albeit limited
application platform for cities. However, with a green screen interface and limited non-
Financial modules, the HTE System began competing with best-of-breed applications that
handled targeted areas (e.g., building and code enforcement) in what users viewed as more
comprehensive. HTE attempted to address these limitations with the release of an improved
graphical user interface (GUI), which the City adopted. However, this has not address what the
City users feel is a limitation of the product to address their needs and enhance their ability to
serve the community.

The replacement of the HTE system will likely be accomplished through the deployment of
multiple systems from potentially different best of breed vendors (e.g., Finance System, Human
Resource System, Utility Billing System, and Community Development System). Although an
industry standard platform that helps reduce the long-term IT support and provides a best of
breed application will be more useful to the user community, the onus of the application
integration and systems management would fall on an IT staff that is already stretched trying to
meet the deployment of applications.

Initiative

The City should consider replacement of the HTE system with a comprehensive, integrated suite
of applications. The first component to be replaced should be the administrative, municipal
application that serves as both the Financial (including Utility Billing) and Human Resource
information systems.
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This is a major application migration for the City and will require significant support from both
the Finance and Human Resource Departments in its selection, configuration and training. The
selection of this system is perhaps the most important technology decision the City will make
for the next decade or more. The selection process should follow a rigorous methodology, with
detailed specifications, RFP development and release, vendor evaluation and demos, contract
and statement of work negotiation. When executed well, this type of selection process provides
(a) the venue for change management with users, and (b) risk management in the vendor
selection process by systematizing it and replacing “wants” with “needs” as the selection driver.

This process will also place a strain on the IT Department’s staffing. This selection will consume
multiple IT resources for 18-24 months. With no business analysis capabilities to develop
specifications, these may need to be outsourced. With limited project management capabilities,
these will need to be supplemented.

4.4 Upgrade ESRI (GIS) to an Enterprise License Agreement

Background

The City began moving away from older architected systems with its migration to TriTech Public
Safety and Firehouse software. While adoption of these systems should be completed by spring
2012, deployment of these systems has shown limitations in the City’s GIS capabilities. The
City’s GIS is not technically capable of providing enterprise/City-wide support today. GIS
primarily supports the Planning function; however, GIS forms the core of most municipal
systems today and provides a linkage between disparate systems.

As the City determines its best path forward with or instead of HTE, its municipal systems will
depend upon a solid, enterprise-level GIS capability.

Initiative

The City’s GIS capabilities are largely focused on the Planning Department, with secondary work
considered as availability presents itself. The weakness of this approach became obvious during
the launch of the new Public Safety system. While a move to an enterprise license agreement is
logical and necessary as GIS becomes a core municipal capability, GIS’s need and potential need
in the City is poorly understood. It is recommended that the City move forward with a GIS
strategic planning effort prior to any upgrade to the system to ensure that the path forward is
capable of meeting all Departmental needs.
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4.5 Acquire a Planning/Zoning/Building (PZB) System

Background

The current HTE system provides limited building code enforcement and permitting capabilities.
Movement to a state-of-the-art Planning/Zoning/Building system will provide more
comprehensive functionality for the City in the areas of:

= Building Inspections

= Permitting

= Business Licensing

= Code Enforcement

= Zoning Coding

= Property Classification and History

= GIS Integration.

Initiative

Because limited capabilities are currently being used within the HTE system, it is recommended
that replacement of this functionality must be done concurrently with the replacement of the
Finance and Human Resource functionality.

While the demands upon the separate departments from this system change will be relatively
minor compared to that of the Administrative system, the departments will still be needed to
support selection, configuration and training on the system. Given the concurrent processing
with the Administrative system, this will place even greater demands upon the business
analysis and project management capabilities of the IT Department.

4.6 Acquire a Computerized Maintenance Management
System (CMMS) / Asset Management System

Background

The current HTE system provides limited work order and asset management capability to
support maintenance, depreciation, and project tracking for municipal assets, including vehicles
in community services, parks, police and fire. Movement to a state-of-the-art CMMS/Asset
Management system will provide more comprehensive functionality for the City in order for it
to maximize budget dollars, sustain infrastructure well into the future, and efficiently manage
inventories.
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This includes the following capabilities:

=  Work Order Generation, including citizen reporting through the website
= Track Assets (e.g., roads, markings, signals, sewers, storm drains)

= Work Plans and Preventative Maintenance Schedules

= Scheduling Maintenance

= Track Costs and Progress

= Perform Resource Tracking and Job Costing

= Enable Field Tracking and Reporting

= GIS Integration for Trend Analysis.

Initiative

While there are limited capabilities being used within the HTE system, these are largely done
independently of other activities. As a result, replacement of this functionality can be done
later in the process of replacement of the Finance and Human Resource functionality than with
the Planning, Zoning and Building system. In addition, this system is more highly dependent
upon a robust, enterprise-level GIS capability in the City.

Demands upon the separate departments from this system change will be moderate compared
to that of the Administrative system; the departments will need to support selection,
configuration and training on the system. Given the concurrent processing with the
Administrative system, this will place additional demands upon the business analysis and
project management capabilities of the IT Department.

4.7 Replace the City’s Agenda Management System

Background

The current agenda management software has extremely limited functionality and the City’s
needs have outstripped its ability to deliver. The City is looking for a more comprehensive
application that can provide the following capabilities:

= Agenda and minutes work flow management
= Automated agenda item approval
= Agenda assembly and publishing packets

= Meeting calendar management or integration
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= Track meeting attendance, mover, seconds, votes, pass/fail
= Hearing notices and other attachments
= Report generation capability

= Publishing agenda and minutes to the City’s website.

Initiative
It is recommended that the City purchase and deploy a new agenda management system.

Demands upon the City Manager’s office from this system change will be minor; the
departments will need to support selection, configuration and training on the system. Given the
concurrent processing with the Administrative system, this will place additional demands upon
the business analysis and project management capabilities of the IT Department.

4.8 Acquire a Performance Management System

Background

The City is currently using a home-grown MS Access database (PRIDE) to track employee
performance. The system is limited by several factors, including (a) it is written in Access, which
limits concurrent use to a single person, and (b) it has no workflow capability. Given the
importance of such a system in helping managers to improve productivity, improve morale, and
recognize and retain top performers, it is recommended that the City look to acquire a
commercially available and tested system that would enable managers to intervene on a real-
time basis, instead of waiting until the end of the month for reports; the system would provide
functionality such as:

= Setting and tracking against departmental and individual goals
= Establishing key performance indicators
=  Benchmarking performance

= Creating graphical performance dashboards for managers and executive management.

Initiative
It is recommended that the City purchase and deploy a new performance management system.

Given the demands upon the IT Department, and the other initiatives that will be changing the
way the City works, it is recommended that this acquisition be delayed until late in the Plan’s
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term. Demands upon the department managers and executive management from deployment
of such a system change will be moderate; the departments will need to support selection,
configuration and training on the system. Given the late deployment of the system in terms of
the Plan’s term, demands upon the business analysis and project management capabilities of
the IT Department will be minor.

4.9 Develop Enterprise Search, Forms, Intranet Capability

Background

The City is retaining volumes of paper that could be imaged and stored electronically. While
some of the software applications that are used by the City’s departments have an integrated
electronic document management capability, this capability is limited to the workflow involved.
For example, the new Police Records Management System will allow investigators to attach
supplements and crime scene photos to a case; however, administrative forms and functions
for the Police Department, which is not part of the application’s workflow, cannot be included
in the application. The same is true for many of the administrative, day-to-day forms that are
shared throughout the City.

Having examined the solutions available that have the breadth of capability to address cross-
functional needs, it is recommended that the City explore deployment of MS SharePoint.

This would provide the City with the ability to build the functional capabilities needed, such as
the abilities to:

= Provide an enterprise search capability of all records housed within the central repository
for the City

= Develop electronic forms and to provide for a workflow for those forms to eliminate the
need to email or print, or to obtain hardcopy signatures

= Place files within a central repository that enables sharing across the City while restricting
access to those permitted to view the file.

Initiative
The City already owns the MS SharePoint application. To deploy that capability, the City needs:

= An experienced SharePoint developer who understands how to create and deploy search,
forms and intranet capabilities

= Hardware (server) and user licenses.

Each MS SharePoint deployment would be a separate project. It is recommended that the City
pilot enterprise search, forms and intranet capabilities with one department or workflow at a
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time; in the first project, this may be limited to a single function that demonstrates the
capabilities while limiting the project risks.

Once deployed, departments will be exposed the significant capabilities of this functionality and
want it deployed immediately within their own departments. Management will need to manage
these requests and prioritize them based on the project’s ability to improve the City’s efficiency
and service effectiveness.

The IT Department does not have this capability internally today and would have to look
externally for it. Given the ongoing nature of the project, it is recommended that this capability
be hired, not contracted out.

In addition, Moving to document imaging City-wide will significantly increase network
demands.

4.10 Replace the Courts System

Background

The current Courts System (PCS) was purchased six years ago. The software has proven
adequate to the task. However, over installation period, the vendor has failed to respond to
repeated requests for assistance.

Ultimately, inadequate vendor support leads to system failure; however, given that the
software meets current needs, it is not certain that replacement is the next, most logical step.
While attempts have been made by the department to correct the issue, the IT Department’s
involvement has been limited because they have limited bandwidth and capability to assist with
this type of issue. It is a project management/vendor management capability, which resides
only in the Director today, and he has been focused on the Public Safety system.

Initiative

It is recommended that once the IT Department has project management/vendor management
bandwidth and capability available, it should work with the department and the vendor to
identify any weaknesses in the relationship and/or the contract and see if these are reasonably
addressable within the structures provided.

Should the vendor prove to be intractable on these issues, the City should explore replacement
of the vendor and its software. It is recommended that this be pursued late in the Plan term so
that time is allowed for reconciliation of issues to occur.
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Section 5: Solidify and Protect the City’s Technical
Infrastructure

5.1 Overview

To best meet the rising demands of its customers and address the complexities of connectivity
required by the City’s enterprise applications, the City must solidify and protect its technical
infrastructure. This is accomplished through the initiatives included in this section:

= Improve Connectivity from Natatorium to Event Center
= Improve Connectivity from Firestations 4 and 5 to the City Campus
= Provide North Side Connectivity

= Replace the City's Metropolitan Area Network (MAN) with a 30 MG Microwave Data System
(MDS)

= Update the IT Continuity of Operations Plan (IT COOP)
= Migrate all End User Systems to Windows 7

= Provide for Mobile Device Security

5.2 Future State Network Environment

The City’s network meets most users’ current needs; however, sections are aging and some
areas have minimal connectivity. In addition, challenges exist to network in the future,
including:

= |ncreased use of document management, which increases the size and volume of files being
transferred across the network, can raise the business normal level of bandwidth
requirements

= |ncreased use of GIS, which increases the size of files being transferred across the network,
can raise the business normal level of bandwidth requirements

= Proliferation of mobile devices on the network, which increases the volume of traffic across
the network and can create security risks

= |ncreased use of social media, which can create peak demand loads on the network at times
of critical events (e.g., football games).
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5.3 Improve Connectivity from Natatorium to Event Center

Background

There is currently limited connectivity at the Event Center, insufficient to meet current and
future business needs.

Initiative

Provide fiber connectivity from the Natatorium to the Event Center.

5.4 Improve Connectivity from Firestations 4 and 5 to the
City Campus

Background

There is currently limited City connectivity in the areas of Firestations 4 and 5, insufficient to
meet current and future business needs.

Initiative

Provide fiber connectivity from Firestations 4 and 5 to the City Campus.

5.5 Provide North Side Connectivity

Background

There is currently no City connectivity to the northwest side of the City; given growth, this is
insufficient to meet future business needs.

Initiative

To minimize the cost of this operation, it is recommended that fiber be run down Exchange to
connect the Natatorium to Firestation 6 during the street repaving.
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5.6 Replace the City's Metropolitan Area Network (MAN)
with a 30 MG Microwave Data System (MDS)

Background

The City’s existing 10-megabit microwave data system (MDS) system has reached end of life. It
is recommended that the City upgrade existing electronics to provide 30 megabit MDS.

Initiative

Replace the current electronics for the MDS with 30 megabit MDS electronics.

5.7 Update the IT Continuity of Operations Plan (IT COOP)

Background

The City’s Information Technology Continuity of Operations Plan, which addresses how the City
will respond to a disruption to technology from minor to severe, is out of date. It needs to be
both updated and tested.

Initiative

Using the current IT COOP as a baseline, update the Plan’s contents to reflect the current
environment in a manner that allows for easy updating as technology functionality and
components change. Once training of key personnel has occurred, the Plan also needs to be
tested once it has been established, to ensure that it functions within norms.

5.8 Migrate all End User Systems to Windows 7

Background

Currently, nearly all of the City’s 578 computers have processors that operate at 2.0 GHz or
better; these should be able to support a Windows 7 upgrade. All of the City’s computers are
running the Windows XP operating system. Microsoft is retiring Windows XP in April 2014. The
aging operating system is less robust in security controls than Windows 7 and may pose an
increasing security risk to the City’s network.
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The City’s current administrative system, HTE, only operates on Windows XP. Therefore, any
transition to Windows 7 must be done in conjunction with a transition away from the current
HTE system.

Windows 8 will be released in 2012; it will have more sophisticated mobile capabilities that the
City may want to exploit as it deploys new municipal applications; transition from Windows 7 to
8 will be seamless; this is not true of transition from XP to Windows 8.

Initiative

It is recommended that the City plan and implement a migration to Windows 7 in conjunction
with migration from HTE in order to keep the City’s network homogeneous; this may involve
computer upgrades or replacements.

5.9 Provide for Mobile Device Security

Background

With the introduction of new, sophisticated applications, such as a new Computerized
Maintenance Management System, comes a host of capabilities that the City did not have
earlier or had only in a limited manner. Mobile devices will empower field users to remain in
the field longer, improve the information they have at their fingertips when making decisions,
and improve the workflow of data gathering, analysis and reporting.

With these devices comes a host of new security issues. These challenges are met with security
devices focused on the mobile environment. Mobile device security allows the City to not only
manage who has access to what applications in the field, but also to ensure that the City’s
information is not accessible even if the device is lost or stolen.

Initiative

It is recommended that the City plan for the introduction of sophisticated mobile devices with
the introduction of Mobile Device Security as it introduces new applications, specifically the
Planning, Zoning and Building application and Computerized Maintenance Management
application.
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Section 6: Plan Implementation

6.1 Overview

This section details the calendarized investments for the implementation, both one-time and
recurring, and the related implementation schedule for the initiatives described in the plan.

6.2 Calendarized Investments

The calendarized investments, both one-time and recurring, are shown in the diagram below.

$1,500,000
$1,250,000

$1,000,000
W Staffing

$750,000 ® Recurring

$500,000 ¥ One-Time

$250,000

SO

Yearl Year2 Year3 Year4 Year5

Calendarized Investment

Year 1 Year 2 Year 3 Year 4 Year 5 Total
One-Time $200,000| $852,700| $1,065,180| $600,000/ $350,000( $3,067,880
Recurring SO $53,750 $86,563 $153,125 $192,500 $485,938
Staffing $156,000 $232,532 $232,532 $280,464 $280,464| $1,181,992
TOTALS $356,000| $1,138,982| $1,384,275| $1,033,589 $822,964| $4,735,810
The detailed calendarization appears as Appendix A to this document.
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6.3 Recommended Implementation Schedule

The recommended implementation schedule for the goals and related initiatives in this Plan is
shown below.

Year1 Year 2 Year 3 Year 4 Year 5

Ql Q2 Q3 Q4 | Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 | Q1 Q2 Q3 Q4

Goal 1: Improve Serviceability and Digital Government Capability of the City’s Application Environment

1.1 Replace City’s Admin System L3 *
1.2 Upgrade ESRI GIS *»>— L3
1.3 Acquire a PZB System 2 _— %
1.4 Acquire a CMMS System L 2 —_— %
1.5 Replace Agenda Mgmt. System .——’
1.6 Replace Performance Mgt. Sys. F—’

1.7 Deploy Search/Forms/Intranet ‘ ’

1.8 Replace Courts System L3 —e

Goal 2: Solidify and Protect the County’s Technical Infrastructure

2.1 Connectivity to Events Center & S
2.2 Connect FS 4, 5 to City Campus F—’
2.3 Provide North Side Connectivity F—’
2.4 City MAN Upgrades &— &
2.5 Update IT COOP &e— &
2.6 Migrate to Windows 7 ’—’
2.7 Mobile Device Security F—H

The recommended implementation schedule for the staffing changes in this Plan is shown
below.

Year 1 Year 2 Year 3 Year 4 Year 5

Ql Q2 a3 Q4 Q1 Q2 a3 Q4 Q1 Q2 a3 Q4 Ql Q2 a3 Q4 Q1 Q2 a3 Q4
Staffing Support
Public Safety Apps Specialist 0 ’
Contract Project Manager e— &
Project Manager ‘ ’
SharePoint Developer 0 ’
Event Center IT Specialist
(part-time to full-time) ‘ ’
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